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1	Decision/action requested
It is requested to approve the following new key issue on the handover and service continuity for IAB Nodes
2	References
3	Rationale
Integrated access and backhaul (IAB) enables wireless relaying for NR access by using NR radio for backhauling. NR access and backhaul can use the same or different frequency bands. There are two types of nodes in IAB, the relaying node is referred to as the IAB-node, and the terminating node is IAB-Donor Node. Wireless backhaul can support single or multiple hops. The IAB-node supports gNB-DU functionality to terminate the radio protocols of the NR interface, and F1 interfaces to the gNB-CU on the IAB-donor. In addition to gNB-DU functionality, the IAB-node also supports a subset of the NR Uu radio interface. IAB architecture results in several handover scenarios that need to be studied. This contribution proposes a new key issue to address this. 
4	Detailed proposal
It is proposed to approve the changes below for inclusion in TR 33.824 [1].
***	BEGIN CHANGES	***

5.4.X	Key Issue #4.X: Security during the handover
[bookmark: _Toc508800297]5.4.X.1	Key Issue detail
Integrated access and backhaul (IAB) enables wireless relaying for NR access by using NR radio for backhauling. NR access and backhaul can use the same or different frequency bands. There are two types of nodes in IAB, the relaying node is referred to as the IAB-node, and the terminating node is IAB-Donor Node. Wireless backhaul can support single or multiple hops. The IAB-node supports gNB-DU functionality to terminate the radio protocols of the NR interface, and F1 interfaces to the gNB-CU on the IAB-donor. In addition to gNB-DU functionality, the IAB-node also supports a subset of the NR Uu radio interface. 
IAB architecture results in several handover scenarios that need to be studied:
-	UE Handover within DU or 	UE Handover between DUs within the same CU: In this scenario, the PDCP termination point between UE and IAB-Donor is not changed as IAB node does not support PDCP processing for the UE traffic.
-	UE Handover between CUs: In this scenario, PDCP endpoints are changed in the process.
In the above scenarios, it should be studied how the handover is managed from a security perspective for Key derivation, key transfer, etc.
IAB node security also needs to be studied for the cases where single or multiple hops failed due to RLF failure. During the RLF, the network needs to perform topology change hierarchically to minimize disruption in service continuity which results in a backhaul link change from one IAB-Node to another. In this scenario, the PDCP endpoints are not changed, but the F1-AP link needs to be rebuilt, such behaviour is transparent to UE. F1-AP link establishment needs study from a security perspective for secure link establishment, Key derivations and transfer of keys from one IAB Node to another IAB node to maintain service continuity. 

[bookmark: _Toc508800303]5.4.X.2	Security threats
The security threats due to UE handover and IAB node handovers include:
-	DOS attack on the IAB Nodes including 
-    Eavesdropping and manipulation of user plane and control plane signalling.
- 	MITM attack on user plane and control plane signalling
[bookmark: _Toc508800304]5.4.X.3	 Potential security requirements
The system should support the capability to provide forward and backward security for the access network. 
The system should guarantee service continuity.
***	END CHANGES	***
